
bacula®
The Network Backup Solution



Betriebssysteme

Client Server
Linux X X

FreeBSD X X
OpenBSD X
NetBSD X X

Mac OS X X
Windows X manchmal

IRIX X



Konzept

Director

File Daemon Storage 
Daemon

Datenbank

Meta-  Daten

Daten



Was läuft wo?

• Beliebig viele Instanzen möglich

• Director auf einer stabilen, always-on Kiste

• Datenbankserver ebenso

• Storage Daemon dort wo Storage hängt

• File Daemon auf jedem Client (~ 250 KB)



Was wird gesichert?

• Dateien und ihre Metadaten (auch unter 
Windows und Mac OS X)

• Include und Exclude-Direktiven möglich

• Include = / für ALLES

• Standard-Filesets, diese kann man ergänzen



Wie wird gesichert?

• Alle Daten werden aneinanderhängend in 
ein Volume gepackt

• Kompression (GZIP) möglich (auf FD)

• Signatur der Daten (MD5)

• SSL unterstützt, aber bei NAT 
problematisch



Backuplevel

• Full Backup: Sichert alle Daten

• Incremental Backup: Sichert alle 
Daten, die sich seit dem letzten Backup 
geändert haben

• Differential Backup: Sichert alle 
Daten, die sich seit dem letzten Full Backup 
geändert haben



Wohin wird gesichert?

• Festplatte

• DVD (pre- und post-mount Befehle zum 
DVD-wechseln zB)

• Bandlaufwerk

• Netzwerk via ftpfs/sshfs/samba/NFS/AFS
→ alles was via FS abbildbar ist



Volumes

• Einheit für Container, Sicherungsläufe legen 
ihre Daten in Volumes ab

• Mehrere Jobs pro Volume möglich

• Volume kann eine max. Kapazität haben

• Volume wird irgendwann wiederverwertet



Webinterfaces/GUI

• existieren.

• saugen.



bugs, anyone?





I HAS NUMBERZ, U WANT SUM?



bat - bacula admin tool



Konfiguration

• viel zu überblicken am Anfang

• Hilfe durch sed-Aufrufe (später mehr dazu)

• Zeit nehmen! Min. 2-3 Monate im 
Testbetrieb bleiben, schauen dass alles läuft, 
Konfiguration anpassen



Dateien

• bacula-dir.conf: Director (Server)
oftmals aber noch aufgeteilt in kleine Files

• bacula-fd.conf: File-Daemon (Client)

• bacula-sd.conf: Storage-Daemon (Server)

• bconsole.conf: Console (Client/Server)



bacula-fd.conf
# List Directors who are permitted to contact this File daemon
Director {
  Name = fileserver-dir
  Password = "maYkQKT0ZnaoYyba1ryu9gXzRcH+ncdG5bCqut2Xko6U"
}
FileDaemon {                          # this is me
  Name = macbook-fd
  FDport = 9102                  # where we listen for the director
  WorkingDirectory = /var/bacula/working
  Pid Directory = /var/run
  Maximum Concurrent Jobs = 20
}

# Send all messages except skipped files back to Director
Messages {
  Name = Standard
  director = fileserver-dir = all, !skipped, !restored
}



bacula-sd.conf
Storage {
        Name = fileserver-sd
        SDPort = 9103
        WorkingDirectory = "/var/lib/bacula"
        Pid Directory = "/var/run"
        Maximum Concurrent Jobs = 20
}

Director {
        Name = fileserver-dir
        Password = "storagepass"
}

Device {
        Name = macbook-files
        Media Type = File
        Archive Device = /raid/macbook
        LabelMedia = yes
        Random Access = Yes
        AutomaticMount = no
        RemovableMedia = no
        AlwaysOpen = no
}

Messages {
  Name = Standard
  director = fs-dir = all
}



bacula-dir.conf
Director {
        Name = fileserver-dir
        DIRport = 9101
        QueryFile = "/usr/libexec/bacula/query.sql"
        WorkingDirectory = "/var/lib/bacula"
        PidDirectory = "/var/run"
        Maximum Concurrent Jobs = 4
        Password = "barbarbarbabrfooooooooooo"
        Messages = Daemon
}

# Generic catalog service
Catalog {
        Name = MyCatalog
        dbname = bacula; user = bacula; password = "dbpw"
}

Messages {
        Name = Standard
        mailcommand = "/usr/local/bin/bacula_mail.sh -f \"Bacula\" -s \"Bacula: %t %e of 
%c %l\" %r"
        operatorcommand = "/usr/local/bin/bacula_mail.sh -f \"Bacula\" -s \"Bacula: %t %e 
of %c %l\" %r"
        mail = michael@fileserver = all, !skipped            
        operator = michael@fileserver = mount
        console = all, !skipped, !saved
        append = "/var/log/bacula/main.log" = all, !skipped
}

...



bacula-dir.conf
Job {
        Name = "macbook"
        Type = Backup
        Client = macbook-fd
        FileSet = "macbook-set"
        Schedule = "macbook-schedule"
        Storage = macbook-storage
        Messages = Standard
        Priority = 10
        Write Bootstrap =

"/raid/macbook/bootstrap"
        Pool = macbook-pool
}
Client {
        Name = macbook-fd
        Address = macbook.zekjur.lan
        FDPort = 9102
        Catalog = MyCatalog
        Password = "blahblah"
        File Retention = 2 weeks
        Job Retention = 2 weeks
        AutoPrune = yes
}
Storage {
        Name = macbook-storage
        Address = fileserver.zekjur.lan
        SDPort = 9103
        Password = "storagepass"
        Device = macbook-files
        Media Type = File
}

Pool {
        Name = macbook-pool
        Pool Type = Backup
        Maximum Volume Jobs = 1
        Volume Retention = 2 weeks
        Maximum Volume Bytes = 0
        Volume Use Duration = 0
}
Schedule {
        Name = "macbook-sched"
}
FileSet {
        Name = "macbook-set"
        Include {
        Options {

        signature = MD5
        compression = gzip
        hfsplussupport = yes

         }
         File = /
         File = /Users/michael
        }
        Exclude {
          File =

/Users/.michael/michael.sparseimage
          File = /Users/michael/Music
          File = /Users/michael/Movies
          File = /Users/michael/Pictures
        }
}



Komplexere Schedules

Schedule {
        Name = "websrv-sched"
        Run = Full 1st sat at 02:00
        Run = Incremental 2nd-4th sat at 02:00

        Run = Incremental mon-fri at 02:00
        Run = Incremental sun at 02:00
}

• Volles Backup am ersten Samstag
• Inkrementelle Backups den Rest der Woche



Standard-Filesets

File = /proc
File = /tmp
File = /.journal
File = /.fsck
File = /media
File = /mnt
File = /sys
File = /lost+found

File = /Volumes
File = /tmp
File = /private/tmp
File = /private/var/vm/sleepimage
File = /cdrom
File = /automount
File = /Network
File = /.vol

Mac OS XLinux



@include
FileSet {
        Name = "ms-set"
        Include {
                Options {
                        signature = MD5
                        compression = gzip
                }
                File = /
                File = /boot
                File = /var
        }
        Exclude {
                @/etc/bacula/default-fs-excludes-linux.inc
                File = /home/michael/tv-temp
        }
}



sed!

• Include erlaubt auch Piping

• Programme aufrufen, welche Config 
ausspucken



Beispiel
@"|sed 's/%name/macbook/g;s/%address/macbook/g;s/%ret/2 weeks/g;s/%pass/foo/g'
/etc/bacula/default-client.inc"

Client {
        Name = %name-fd
        Address = %address
        FDPort = 9102
        Catalog = MyCatalog
        Password = "%pass"
        File Retention = %ret
        Job Retention = %ret
        AutoPrune = yes
}

/etc/bacula/default-client.inc:

Client {
        Name = macbook-fd
        Address = macbook
        FDPort = 9102
        Catalog = MyCatalog
        Password = "foo"
        File Retention = 2 weeks
        Job Retention = 2 weeks
        AutoPrune = yes
}



bconsole

• Sobald bacula läuft (oder vermeintlich läuft) 
kann man den Director mit bconsole 
steuern

• Jobs anstoßen

• Konfiguration/Fehlermeldungen anzeigen

• Volumes erstellen ("labeln")

• Volumes anzeigen



bconsole



labeln
= metadaten in das Volume schreiben







Flexible Jobs

Job {
        Name = "%name"
        Type = Backup
        Client = %name-fd
        FileSet = "%name-set"
        Schedule = "%name-sched"
        Storage = %name-storage
        Messages = Standard
        Priority = 10
        Write Bootstrap = "/raid/%name/bootstrap"
        Pool = %name
        Rerun Failed Levels = yes
        Reschedule On Error = yes
        Reschedule Interval = 1 hour
        Reschedule Times = 10
}



Flexible Jobs (Log)


